Security Configuration Wizard ile giivenligi artirmak

Bu makalede sizlere Security Configuration Wizard kullanimini, bu tool sunucunun nasil daha gilivenli hale getirildigini
ve bu tool ile hazirlanan xml dosyasinin group policy object’ i olarak Active Directoruy altinda kullanimini
anlatacagim.

Yonetimsel araglar icerisinde bulunan Security Configuration Wizard kullanilarak sunucularimizi daha glivenli hale
getirebiliriz. Yonetimsel araclar icerisinde bu tool’ u géremiyorsaniz Add/Remove Program — Windows Component
icerisinden bu tool’ un kurulumunu yapmaniz gerekmektedir.

% add or Remove Programs
fell Windows Components Wizard

g Windows Components
You can add or remove components of Windows,

To add ar remove a component, click the checkbox. A shaded box means that o

_é part qf the component will be installed. To see what's included in a component,
Details.

£ LComponents:

[£ [ 22y Metworking Services 27 ME
O Eg: Other Metwork File and Print Services 0.0 MBe

« @ Security Configuration Wwizard 0.6 MB

]ﬁ O Subsyztem for UME<-bazed Applications 1.3MB
[ W Temminal Sarer Nnke

Description:  Includes Windows Accessories and Utilities for your computer.

Tatal dizk zpace required: 0.2 B

) ) Details
Space available on digk: 50039 B —_—

¢ Back I Mext » I Cancel |

Wizard’ 1 ¢alistirmadan evvel biraz bilgi iyi olacaktir. Bu wizard kullanilarak sunucu rollerini, client 6zelliklerini,
network glivenligini, registry ayarlarini, audit policy ayarlarini ve IIS ile ilgili ggvenlik ayarlarini diizenlenebilir.

- Wizard’ 1 galistirahm ve neler yapabilecegimizi daha iyi gérelim;

\w Windows Catalog
% Windows Update
&

Frograms G Administrative Tools Cluster administrator

Diocuments

[
E’ Sekkings
()

Searrh

dard Edition

- Welcome page next butonuna basarak gecebiliriz.
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guration Wizard E3

Welcome to the Security Configuration
@ Wizard

This wizard helps vou create a security policy that vou can apply to any
server on vour nekbwork, The security policy configures services and
network security based on the server’s role, as well as configures auditing
and registry setkings,

& This wizard detects the inbound ports that are listened ko by this
server, Before continuing, make sure that all applications that use
inbound ports are running.

This wizard does not install components or set up a server to perform
specific roles, To do this, run the Configure Your Server Swizard,

To conkinue, cick Mext,

Learn more about Security Confiquration Wizard,

< Back Cancel |

- Sonraki pencerede ben yeni bir security policy olusturmak icin create segenegini secerek devam edecegim.
Burada yapabilecegimiz diger islemler daha evvel olusturulmus bir policy dosyasini degistirmek, sececegimiz
bir sunucuya uygulamak yada daha evvel uygulanmis olan policy’ yi rollback secilerek yapilan ayarlari geri
almak.

Security Configuration Wizard

Configuration Action
You can creake a new security policy edic or apply an existing securicy palicy; ar rallback the
last applied security policy.

Select the action wou want to perform:

¢ Create a new security policy

" Edit an existing security policy
" apply an existing security policy
" Rollback the last applisd security policy

Egisting security: policy File:

Erowse.., |

Learn more about configuration actions.

< Back I Mexk = I Cancel |

- Sonraki pencerede wizard’ in hangi sunucu icin calisacagini se¢gmemiz gerekmektedir. Default olarak wizard’
in ¢ahstinldigi bilgisayarin bilgisayar ismi gelecektir. isterseniz aginizdaki baska bir sunucuyu da browse
diyerek secebilirsiniz. Burada dikkat etmemiz gereken en 6nemli nokta sectigimiz sunucunun Uzerinde
hizmet verilen tim uygulamalarin ve servislerin calisir durumda olmasi gerektigidir. Sayet normal zamanda
¢alisan bir servis, wizard galistirildiginda stop durumda olursa yada disable durumda olursa wizard bu servisi
gbz ardi edecek ve acgilmasi icin herhangi bir ayar yapmayacaktir. Unutmamaniz _gereken nokta security

wizard’ In genel hareket sekli bir seyleri kismak yada kapatmak seklinde olacaktir.
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Security Configuration Wizard

Select Server
The configuration of the server wou select will be used as a baseline for this security policy.

Select a server to use as a baseline For this security policy, You can apply this policy to the selected
server or ko any other server with a similar configuration.

Server (use DNS name, MetBIOS name, or IP address):

Browse, ., |

& You must have administrator privileges on the selected local server. IF vour current user account
does not have administrator privileges on the selected local server, click Cancel, rerun the
wizatd using Run As, and specify another account,

& The 115 6.0 common files ate required on the local machine when remotely scanning an IS 6.0
server,

Learn mare about selecting and configuring groups of servers,

< Back I Mext = I Cancel |

- Sunucu secini sonrasi next tusuna bastigimizda wizard sectigimiz sunucu hakkinda tiim bilgileri toplayacaktir.

Security Configuration Wizard

Processing Security Configuration Database
The security configuration database contains information about roles and other features,

Processing security configuration database. ..

Learn mare about Fecurity confiquration database.

< Back | et = | Cancel |

- Sunucu ile ilgili configuration database tamamlandiktan sonra isterseniz view butonu ile mevcut ayarlari
gorebilirsiniz.
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Security Configuration Wizard

Processing Security Configuration Database
The security configuration database contains information about roles and other features.,

Processing complete

‘iews Configuration Database |

Learn more about security configuration database,

< Back Cancel

- Next ile devam ettigimizde mevcut bilgiler izerinden gidilerek yeni security policy’ yi olusturacagiz. Policy
olusturma 5 ana kisimdan olusmaktadir. 1nci kisim Role-Based Service kismidir. Bu kisimda sunucunun
sunucu olarak mevcut rollerini (Server-Client mimarisindeki server kismina giren rollerini), client olarak
ozelliklerini, yonetimsel 6zelliklerini ve servisler ile ilgili dlizenlemeleri yapabiliriz.

iguration Wizard

Role-Based Service Configuration

Use this section to configure services based on the selected server’s roles
and other Features, These rales and ather Features are also used ta
determine settings in okher sections.

Answering these questions incorrectly might disable desired
functionality or enable undaesired Functionality, Before proceeding,
make sure that wou hawe thorough knowledge of the roles and other
features performed by this server,

Learn more about configuring services based on roles,

< Back. Cancel

- Role-Based kisminda ilk olarak karsimiza sunucu rolleri gelecektir. Buradan su anlami ¢ikartabiliriz; bu sunucu
bir file server, bir FTP server, bir web server gibi rollere sahiptir.
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Security Configuration Wizard

Select Server Roles
These server roles are used to enable services and open ports, & server can parform multiple
roles,

Select the server roles that the selected server performs:

¥ [» &0 Federation Service Or AD Federation Service Proxy
¥ [» application server

[ [+ ASP.MET session state server

¥ [ Filz server

¥ [ FTP server

¥ [ Middle-tier application server (COM-+/DTC)

¥ [» SMTP server

¥ [» Web server

Learn mare about server roles,

< Back I Mext = I Cancel |

- Ayni pencere icerisinde view secenegini degistirerek kurulu olan ve olmayan roller seklinde de listeleme
yapabiliriz. Kurulu olan bir servisin checkbox’ ini isaretleyerek devreye alabilir yada listelenen rollerden
gereksiz olarak gordiklerimizin checkbox’ ini bosaltarak devre disi birakabiliriz.

Wiew!  |Selected roles j
Select b4l roles ErForms:
Installed roles
¥ [» |Uninstalled roles Service Prowy

W [
[¥ [+ &5P.MET session skate server
¥ [# File server

- Sonraki pencerede bu sunucunun bir client olarak O6zellikleri listelenir. Yine ayni sekilde istedigimizi

kapatabilir ve istedigimizi devreye alabiliriz.
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Security Configuration Wizard [ X|

Select Client Features
Servers also act as dients, These client features are used to enable services, A server can
support multiple client Features.

features

Select the client Features that the selected server performs:

¥ [» &utomatic update client

[~ [+ DHCP client

[+ [+ DNS client

¥ [» DMS registration client

W [» Domain member

[~ [+ FTP client {normal mode)

[T [+ Group Palicy administrative client
¥ [# Microsoft networking client

|»

I [# Remote access client
W [» M5 advanced Client
™ [ 50U client ;I

Learn more about client features,

< Back I Mext = I Cancel |

- Sonraki ekranda yénetimsel secenekler ile ilgili ayarlamamizi yapabiliriz.

Security Configuration Wizard
Select Administration and Other Dptions
These administration and other options are used to enable services and open ports,

View: IInstaIIed options j

Select the options used to administrate the selected server:

Alerker -

¥ [» application Experience Lookup Service

¥ [» application installation from Group Policy

™ [» sudio

[~ [» Background Inteligent Transfer Service (BITS)

v [ Backup (NT or 3rd parky)

v [+ Backup ko local hardware

[~ |» Browse master

[~ [» Browser

[T |» Content indexing

[~ |» DFS remaote adminiskration LI

Learn maore about administration options.

< Back I Mext = I Cancel |

- Sonraki pencerede gelen bilgiler servisler ile ilgili bilgilerdir. Bu kisma dikkat etmeliyiz. Gereksiz gordigliimuz
servisleri manuel olarak kaldirabiliriz.
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Security Configuration Wizard I
Select Additional Services
There are services installed on the selected server that were Found while processing the
security configuration database,

Select the additional services that the selected server requires:
[» MET Runtime Optimization Service v2.0,50727_x&6
¥ [» Dametare Mini Remote Control

[ [ InstallDriver Table Manager

v [+ Java Quick Starker

¥ [ LiveUpdate

[~ [» Met.Tep Port Sharing Service

W [» ©Office Source Engine

¥ [» SMS3 Task Sequence Agent e
¥ [» Symantec Embedded Database

¥ [ Symantec Endpoint Protection

W [» Symantec Endpoint Pratection Manager

|»

W [» Symantec Event Manager LI

Learn more about additional services.

< Back I Mext = I Cancel |

- Manuel olarak iptal ettigimiz servisler ile alakali olarak startup mode kismini da istersek disable
yapabilmekteyiz.

Security Configuration Wizard E I
Handling Unspecified Services
Unspecified services are services that are not installed on the selected server and nat listed in
the security configuration database,

This security policy might be applied to servers with services not specified by the paolicy. When an
unspecified service is found, perform the Following action:

" Dip ot change the startup mode of the service:

" Disable the service

Learn more sbout unspecified services,

< Back I Mext = I Cancel |

- Siz servisler ile ilgili manuel bir islem yapmis olsaniz da olmasaniz da wizard size bazi ayarlarin degistirildigi ile
ilgili bazi bilgiler getirecektir. Bu islemleri inceleyecek olursaniz bir servisin mevcut ayari ve policy
uygulandiktan sonraki ayarini gorebilirsiniz. Wizard bazi servislerin manuel iken otomatik hale gelmesinin
yararli olacagini bazilarinin ise otomatik iken disable olmasi gerektigini diislinerek size en uygun ayarlari
Onerecektir. Bu kismi incelemeniz ve sayet degisikliginin uygun olmayacagini diistindliglinliz bir servis varsa
back tusu ile geri gelerek servisler ile ilgili dlizenlemeyi tekrar yapmaniz gerekmektedir.
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Security Configuration Wizard

Confirm Service Changes
Before continuing, confirm that the service changes resulting from your role and other Feature
selections are correct,

If applied ta the selected server, this security policy would use the Following service configuration:

Service | Current Starkup Mode | Policy Startup Mode | Used B -
Application Laver Gateway Service Manual Disabled Internet Conne
Background Inteligent Transfer Service  Manual Aukomatic S5 Managen
Computer Browser Automatic Disabled SIS Logon Poil__
Distribuked File System Manual Disabled DFS server, Dt
File Replication Manual Disabled Domain control
IPSec Services Aukomatic Disabled IPsec Services
Metwork Provisioning Service Manual Disabled Wireless Mebw
Portable Media Serial Mumber Manual Disabled Independznt
Print Spooler Automatic | Disabled File: and Print 5 ¥
4 3

To undo any of the above changes, go back to the previous pages and change the selection lisked in the
Used By column.

Learn maore about confirming service changes,

< Back I Mext = I Cancel |

- Benim 2nci ana kisim olarak gordigim Network Security kismina geldik. Bu kisimda genel olarak
kullaniimasini istedigimiz ya da block’ lanmasini istedigimiz portlarin ayarlarini yapabiliriz.

Security Configuration Wizard

Networlc Security

Ise this section to configure inbound ports wsing Windows Firewall based
on the roles and administr ation options that wou selected. In addition, wou
can restrict access to ports and indicate if port traffic is signed or
encrypted using Internet Protocol Security (IPsec),

& Answering these questions incarvectly might prevent the selected
server from communicating with other computers,

If you skip this section, this security policy will not configure YWindows
Firewall or IPsec settings. If wou do not skip this section, Windows
Firewall will be enabled, and IPsec may be enabled as necessary, to
support configuration and use of the Firewall,

Learn more about network security,

< Back I Mext = I Cancel |

- ik pencereyi next diyerek ilerledigimizde sunucu {zerinde agik olan ve kullanilan portlari gériiriiz. Bu liste
lzerinde istedigimizi kaldirabilir yada onaylayabiliriz.
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Security Configuration Wizard [ x| I

Open Ports and Approve Applications
The inbound ports lisked below are used by the roles and administration options that vou
selected, Selected ports are opened, unselected ports are blocked.

Wiew: IAII parts j

Select the ports to open:

[+ 20 (FTP data channel {narmal-mode)) -
¥ [+ 21 (FTP command channel)

¥ [ 25 (SMTP)

¥ [+ 80 (HTTF)

W [+ 123 (NTF)

V¥ [+ 135 (RPC endpaint mapperDCCM)

[ [+ 139 (NetBIOS session service)

¥ [ 443 (HTTPS)

¥ [ 445 (SMEY |

add. .. | Edit, .. Remoyve Aadvanced,,, |

Learn more sbout opening ports and spproving spplications.

< Back I Mext = I Cancel |

- Add kismi kullanilarak manuel olarak port ekleyebiliriz / yada bir uygulama.

add Port or Application Ed

Port Mumber | &pprove Application I
Specify the port number and protocols used by the port:
Port number
[l
Protocols:

[ 1cp
[~ uoP

Learn more about adding ports,

Ik I Zancel

- Yaptigimiz ayarlar cergevesinde yine wizard bize son tabloyu gosterecektir. Burada block’ lanacak ya da
onaylanacak olan portlari ve uygulamalari gérebiliriz.
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Security Configuration Wizard [ |

Confirmy Port Configuration
Befare continuing, confirm that the inbound part configuration resulking From wour selections is
carrect,

If applied to the selected server, this security policy would use the Following inbound port configuration:

Port I Protocol I Status I Security Options I Restrictions :I
139 (MetBIOS session service) TCP Cpen

443 (HTTPS) TP Cpen

445 (SME) TP Cpen

3389 (Remate Deskkop Prokocol) TP Qpen

42424 {ASP . MET Session State) TCP Cpen

Ports used by Symantec Event Mana... Blocked

Ports used by Symantec Settings Ma... Blocked

Ports used by Symantec Embedded ... Approved

Ports used by DCOM (dilhost, exe) Approved

Parts used by InstallDriver Table Ma. .. Blocked

Ports used by FTP data channel {pas... Blocked _|;|
. | B

To change any of the above settings, go back to the previous pages and change the appropriate
selections,

Learn more abouk confirming port confiquration,

< Back I Mext = I Cancel

- 3ncl kisim olan Registry Setting kismi;

Security Configuration Wizard I

Registry Settings

Use this section bo configure probocols used bo communicate with other
computers, Ywhen configured to communicate with computers running
eatlier versions of Windows, these protocols are vulnerable to exploits
such as password cracking and man-in-the-middle attacks.

& Answering these questions incorrectly might prevent computers
running earlier versions of Windows from communicating with the
selected server. IF wou do not know the characteristics of the
computers that are communicating with the selected server, vou
should skip this section.

r

If wou skip this section, this security policy will not configure registry
setkings.

Learn more about registry settings.

< Back I Mext = I Cancel |

- ik ekranda SMB (Server Message Block) ile ilgili ayarlari yapabiliriz.
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Security Configuration Wizard E3

Require SMB Security Signatures
The following information determines whether Server Message Block {SME) security signatures
are enabled or required,

The selected server has the following attributes:

i @l camputers that connect Fa it satisFy the Following minimumn operating system requirements

+ ‘Windows MT 4,0 Service Pack 63 ar laker

* Windows 95 with the Direckory Services Client Pack installed

* Windows 98 or Windows Millennium Edition

+ Windows CE .MET 4.2 (for example Windows Mobile 2003 Second Edition) or later

¥ 1t has surplus processor capacity that can be used ta sign file and print traffic
This option digitally signs all file and print traffic. This signing is processor inkensive, so it is
recommended only if the server does not normally exceed 70%: processor utilization,
These settings affect the RequireSecuritySignature value in
HELMY SyskermbCurrentControlSetl ServicesiLanManSetver|Parameters,

Learn mare abouk SME security signakures,

% Back I Mext = I Cancel |

- Disaridan gelen istekler icin kullanilacak kimlik dogrulama secenegini diizenleyebiliriz.

Security Configuration Wizard B3 I
Outbound Authentication Methods
The following information is used to determine the LAM Manager authentication level used when
making outbound connections,

Select the methods the selected server uses to authenticate with remoke computers:

[ Local Accounts on the remaote compukers

[ Eile sharing passwords on Windows 95, Windows 98, o ‘Windows Milennium Edition

These settings affect the Imcompatibilitylevel value in
HELM Syskemt CurrentControlSetControliLSA.

Learn mare about outbound authentication methads,

< Back. I Mext = I Cancel

- Yine kimlik dogrulama ile ilgili ayarlar.
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Security Configuration Wizard

The Following information is used to determine the LAK Manager authentication level used when

Outbound Authentication using Domain Accounts @
making outbound connections,

Al domain controllers containing domain accounts used to connect to other computers have the
Fallowing attributes:

[v Aindows MT 4,0 Service Pack 63 or later operating systems:

[~ Clocks that are synchronized with the selected server's clock

Domain controllers running Windows 2000 Server Service Pack 4 or earlier must have clocks
within 30 minutes of the selected server’s clock.

These settings affect the Imcompatibilitylewvel value in
HELMYSystemiCurrentControlSetiContraliLSA.

Learn maore about suthenticating using domain accounts,

< Back I Mext = I Cancel |

- Yine her kismin sonunda oldugu gibi yapilan ayarlarin 6zet bilgisinin gériintilendigi pencere;
]|

Registry Settings Summary
Before conkinuing, confirm that wour registry settings are correct,

If applied to the selected server, this security policy would use the Following registry settings:

LAM Manager authentication  Imcompatibilitylevel  Send MTLMwl re...  Send WTLMwlre... HKEY_LOC
Require LDBP Signing |dapserverinteqrity Mot Defined Mot Defined HKEY _LOC
Require SME Security Signat... reguiresecuritysi,,,  Disabled Enabled HKEY Lo

| | [

To change any of the above settings, go back ba the previous pages in this section and change the
selections that determined the setting,

Learn maore about confirming registry settings.

< Back. I Mext = I Cancel

- 4nci bolim olan Audit Policy kismi;
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Audit Policy

Use this section bo configure auditing based on your auditing objectives.
The auditing policy determines the success and failure events that are
logged as well as the file system objects that are audited, Auditing File
system objects can degrade system performance and can resultin a
large number of events generated.

Sarning: Any system access control lists {SACLs) specified in this
section and applied via the resultant policy cannot be removed using
SO rollback,

If wou skip this section, this security policy will not configure auditing,

Learn more about audit policy,

< Back I flext = I Cancel |

- Bu kisimda sadece sistem ile ilgili olan audit (denetim) aktivitelerinin kapsamini ayarlayabilecegimiz
secenekler mevcut.

Security Configuration Wizard
System Audit Policy
Dekermine an audit policy based on your auditing objectives.

Select vour auditing objective:

" Do not audit
This option does not parform any auditing.

This option audits successful changes to system and configuration files, allowing vou to
reconstruct events after the Fact to determine who changed system or configuration Files. It will
deqrade system performance slightly,

£ audit successful and unsuccessful activities
This option audits both successful changes and Failed attempts ko syskern and configuration files,
allowing wou to determine who changed system or configuration files, as well as detect attempts
to make unauthorized changes. Ik will degrade system performance more than auditing jusk
successful activities,

Learn more about auditing policy,

< Back I et = I Cancel

- Standart 6zet bilgi ekrani;
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Security Configuration Wizard

Audit Policy Summary
Befare continuing, confirm that vour auditing selections are carrack,

If applied to the selected server, this security policy would use the Following auditing configuration;

Account Management Success, Failure Success
Directory Service Access Mot audited Success

Logon Events Success, Failure Success, Failure
Object Access Success, Faiure Success

Palicy Change Success, failure SuCCess
Privilege Use Mot audited Mok audited
Process Tracking Mot audited Success
Swstem Events Success, Failure Success, Failure

¥ also include the SCWaudit.inf security template, SCWwaudit,inf sets System Access Control Lists (SACLS)
in ordet to audit access of the fils svstem

& Cnce applied, these SCWaGdit,inf SACLs cannot be removed using the SCW rollback action,

Learn mare about confirming auditing changes.

< Back I Mext = I Cancel |

- 5nci ve son kisim olan lIS ile ilgili ayarlari yapabilecegimiz kisim;

ard

Internet Information Services

Use this section to configure Internet Information Services (1153, This
section is displayved because the Web server role was selected,

I you skip this section, this security policy will nok configure IS bevond
enabling its services and confiquring its parts,

Learn more about I15 security policy,

< Back I Mext = I Cancel |

- 1IS" in hizmet verecegi servisleri acip kapatabilecegimiz pencere;
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Security Configuration Wizard [ X|

By default, IIS serves only static content, To serve dynamic conkent, wou must enable the Wweb

Select Web Service Extensions for Dynamic Content
service extensions that your content requires.

Select the Web service extensions that the selected server reguires:

[ Active Server Pages

¥ [» ASP.MET w2.0.50727
[~ [» Internet Data Connector
¥ [» Reporter

W [» Secars

¥ [» secreg

[ [» Server Side Includes

[ [+ webDay

™ Prohibit all ather Web service extensions not listed sbove

Learn more about Web service extensions,

< Back I Mext = I Cancel

- Sanal dizinler ile ilgili seceneklerin oldugu bir pencere;

Security Configuration Wizard E I
Select the ¥irtual Directories to Retain
The following legacy virtual directories pose a potential security risk and should be removed i
unneeded,

Select the virtual directories to retain on the selecked server:

[ [+ IISHelp
[T [ 115Samples
[ [+ MsaDC
I~ [» scripts

Learn mare abouk retsining virtual directories,

% Back I Mext = I Cancel |

Anonymous user’ lar icin icerik dosyalarina yazma hakkini engelleyebilecegimiz bir pencere;
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Security Configuration Wizard

Increase the security of wour Web site conkent by setting additional restrictions For anonymous

Prevent Anonymous Users from Accessing Content Files @
users,

‘¥ou can improve the security of your Web site content by preventing anonyrmous users, In addition
to preventing access via IIS authentication settings, wou can deny write access bo anonymous users
with file system access contral lisks (ACLs),

[ Deny ananymous users write access ta cantent files

& This setting is effective only when 115 is using an MTFS file syskem volume,

Leatn maore abouk preventing file access by anonymaous users,

< Back I et = I Cancel |

- lISile ilgili bizim ve yine wizard’ in yaptigi ayarlar gorintilenir.

Security Configuration Wizard [ X| I

IIS Settings Summary
EBefore continuing, confirm that vour 113 settings are correct,

If applied ko the selected server, this security policy would use the Following 115 settings:

Current Data | Policy Data

Wirtual direckory Scripks Mot installed  Remowved JLR S SN RO
Wirtual direckory MSADC Mot installed  Remowed JLRMSSYC 1 RO
virtual direckary I155amples Mot installed  Removed TLRM eSSV 1RO
Wirtual directory II5Help Mot installed  Removed JLR S SN 1RO
Wirtual direckory IISAdmin Mot installed  Remowed JLRMSSYC 1 RO
Web setvice extensions  *.exe Prohibited Prohibited JLMSEYC

web service extensions  *.dll Prohibited Prohibited JLM eSS

‘Web service extensions  Secreg Allowwed Allowed JLR eSS

Web service extensions  Secars Allowed Allowed JLR eSS

Web service extensions  Reporter Allowed Allowed LI i3S -
| | 3

& To change any of the above settings, go back to the previous pages in this section and change the
selections that determined the setting.

Learn more about confirming 115 settings.

< Back I Mext = I Cancel

- Hazrrladigimiz policy’ yi kaydetmek icin next diyoruz;
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Security Configuration Wizard I

% Save Security Policy

Use this section to save the policy vou have created. You can apply it to
the selected server now, or vou can apply it to the selected server or other
servers |aker,

< Back Cancel |

- Policy’ nin kaydedilmesini istedigimiz dizini secerek bir isim veriyoruz. Ben deneme ismini verdim. Dosya
otomatik olarak xml formatinda kaydolacaktir.

Security Configuration Wizard

Security Policy File Name
The security policy File will be saved with the name and description that wou provide,

Security policy file name {a . xml' file extension will be appended if not provided):

C:\Deneme. xml Browse, .. I

Description {optional):

=
[
Miem Security Policy Include Security Templates. ..
Learn mare about saving security policies,
< Back Cancel |

- Sonraki pencerede bu policy’ nin lizerinde hazirlanan sunucuya uygulanip uygulanmayacagini secebilecegimiz
ekran gelmektedir. Ben bu policy’ yi group policy object’ i olarak kullanacagim ve bir OU’ ya ekleyecegim icin
bu sunucuya direk olarak uygulamiyorum.
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Security Configuration Wizard

Apply Security Policy
You can apply the security palicy ko the selected server now or laker,

Run this wizard again ko apply this security policy at a later time.,

" Apply now
hen wou click Mext, the wizard applies this security policy to the selected server,

Learn mare about applving security policies,

< Back I Mext = I Cancel

- Son olarak finish diyerek wizard’ 1 tamamliyoruz.

Security Configuration Wizard

Completing the Security Configuration
@ Wizard

You have successfully completed the Security Configuration Wizard.

The security policy wou created is located at:
Ci\Deneme.xml

To apply this security policy to the selected server or other servers later,
run this wizard again.

To close this wizard, click Finish.

< Back Cance] |

Hazirladigimiz dosya ile ilgili bazi bilgiler vermek gerekirse; bu dosyayi benzer 6zellikler tasiyan baska sunucularda
yine wizard kullanilarak uygulayabiliriz, birazdan yapacagimiz gibi group policy object’ i haline getirerek AD
ortaminda da kullanabiliriz. AD ortaminda bir OU’ ya uygulamadan dikkat edilmesi gereken nokta, uygulanacak olan
OU altindaki sunucularin ayni 6zellikleri tasiyor olmasi gerektigidir. Yani tizerinde SQL uygulamasi ¢alisan bir sunucu
lzerinde olusturdugumuz dosyayi icerisinde Exchange Sunucusu olan bir OU’ ya uygular isek problem yasayacagimiz
neredeyse kesindir diyebiliriz.

Bunun disinda 32 bit / 64 bit farkida g6z 6ninde bulundurmamiz gereken bir ayrimdir.

Bu bilgilerden sonra hazirladigimiz dosyayl group policy object’ i haline getirmek i¢in asagidaki islemi yapmamiz

gerekmektedir.
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i) Back - T Search Falders b B

fAddress | =y ﬂ 4 0
Mame | Size | Type | Date Modified | Atkributes | ﬂ
[_aInetpub File Folder a/arzo0g 2:59 PM

[_JProgram Files File Falder 212312009 520 PM R

[_JTEMP File Folder 1/30/2009 12:35 PM

W INDCWS File Folder 512002009 11:32 AM

[wrnpub File Falder 702008 11:12 AM

a'edek File Folder 2/23/2009 5:19 PM

|Z| Deneme. xml S1KE XML Document S/20/2009 2:17 PM A

= AP Miml: Al-mi Omd BT T B T L O P = e U B =11 adzdannn 014 kA - ﬂ
19 objects (plus 1 hidden) 1.90 GE _ﬁ’ My Compuker

S WINDOWS system32' cmd.exe

Microsoft Windows [Version 5.2.37781
CC» Copyright 1985-2803 Microsoft Corp.

C:sUINDOWSssystem32 od

C:srzowcmd transform sp:Deneme.xml Ag:GPOAdditionalSecurity
Command completed successfully.

G

Ben hazirladigim dosyayi direk olarak C: altina kaydetmistim. Komut satirini acip asagidaki formata uygun olarak
komutu girdigimizde xml| dosyamiz group policy object’ i olacak ve domain ortamina aktarilacaktir.

Scwcms transform /p:xxxxx.xml /g:GPOObjectName

Burada alabileceginiz hata yazim yanhsi (s6zdizimi) hatasi ya da yetkisiz kullanici hatasi olacaktir. Bu islemi domain
admins grubuna lye olan bir kullanici ile yapmaniz gerekmektedir.

islemi basaril bir sekilde tamamladiginizin mesajini aldiginizda kontrol etmek yada bu object’ i bir OU’ ya uygulamak
icin Group Policy Management Console’ u aciniz. Segeceginiz herhangi bir OU lzerinde Link GPO dediginizde domain
ortamindaki tim policy’ ler ile birlikte az 6nce olusturdugunuz object’ i de gorebilirsiniz.
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WwWsuSs
Linked Group Falicy Objects | Group Policy Inkeritance I Delegation I

Link Order = | GPO | Enforced | Link Enabled | GPO Status | widl Fiter | Modi

Select GPO E3

Look in thiz damain:

I anadolubark. prt j

H 4 [ W

Group Policy objects:

MHame = | ﬂ
Anadolubank - Sube Kullanicilar GPO

Anadalubank - Tum Bilgisavarlar GPO

Anadaolubank - Tum Eullanicilar GPO

Anadolubank - Oracle Sunucular Yonetimi GPO

Anadoluy atirim - Sube Kullanicilar GPD

Anadoluvatiim - Tum Bilgizayarlar GPO

Antivirus

Default Domain Controllers Policy

Default Damain Palicy

#GPOAditionalS ecurity g

Sube - Istanbul Kurumsal - Kullanici GPO

Test - EMC EX - Mali ﬂ

Tool TRl TR T oL T kAL

[F I Cancel |

Hepinize iyi calismalar.
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